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End User Computing Standards & Guidelines

Introduction

SMG’s Information Services department (IS) faces the challenge of providing for, and responding to, the expanding information needs of our users. We have made a commitment to aggressively meet this challenge.

Every IS-supported department and facility has been issued a copy of this manual. Copies have been sent to Corporate department heads, facility General Managers and facility Directors of Finance.  In facilities where IS related duties have been assigned to a specific employee(s), the Director of Finance should ensure that a copy of this manual is forwarded.  This manual should be used as a reference document for end-user computing issues, as well as a framework for ensuring consistent end-user computing throughout SMG.

The End-User Support Group

The End-User Support Group was established to meet the expanding information needs that result from SMG's use of personal computers and their peripherals.  The Support Group is dedicated to assisting in the effective use of personal computers, printers, and the software that runs on them.

Scope

This End-User Computing Standards & Guidelines Manual documents the standard products and support mechanisms of SMG IS.

These policies apply to all Corporate SMG departments, as well as staff located in SMG-managed facilities.

These policies apply to all personal computers and printers, as well as all software running on them.

Effective Date

All policies described in this manual are effective immediately.

Responsibility

Local Management is responsible for enforcing the policies in this manual.

The IS Department is responsible for carrying out specific hardware and software acquisitions outlined in the policies, determining if and when migration to new hardware and software is required.  In addition, IS will provide whatever assistance is required to ensure compliance with all policies.

Equipment Acquisition Policy

Purpose

Protect SMG's investment in end-user computing technology.

Ensure standardization of SMG's computing environment.

Centralize hardware and software purchases to leverage volume discounts from vendors.

This policy covers the following areas:

· Acquisition and installation of all hardware, software and other computer resources.

· Definition of a Standard Product Line of end-user tools, a description of support of those tools, and the selection criteria for adding or deleting products.

Policy

Acquisition and Installation

The End-User Support Group is responsible for acquiring and coordinating the installation of all personal computers, printers, peripherals, terminals and cables, as well as software required by the SMG staff.  To ensure proper software licensing, it is imperative that all software purchases, both new and upgrades, be coordinated through IS.

For Corporate departments, the End-User Support Group purchases miscellaneous computer supplies such as diskettes and laser printer toner cartridges.  At SMG facilities, such supplies are to be purchased locally.

SMG departments and facilities, together with the End-User Support Group, determine the need for additional hardware. Whenever possible, the End-User Support Group will negotiate an intra-company transfer for the equipment that is being replaced if it is still in good working order. This practice protects SMG's investment in its computer assets by extending the useful life of existing equipment while, at the same time, ensuring that current dollars are invested in the latest technology.

The End-User Support Group will:

· be the sole interface with selected hardware, software and service vendors, obtaining the most favorable purchase terms possible.

· assist departments and facilities in assessing their needs for new and/or additional end-user computing tools as required. 

· ensure the standard SMG Purchase Requisition form is completed and approved by all levels of sign-offs.

· order equipment and coordinate its delivery.

· arrange training through local vendor or in-house at Corporate

New SMG Facilities

For new SMG-managed facilities, IS will conduct a site survey to:

· Determine location of SMG staff and necessary data processing equipment

· Ascertain any additional cabling and wiring that may be required to support installation of SMG system standards

· Determine location for data communication and LAN equipment

· Gather inventory of any existing data processing equipment that SMG can use

· Identify a point of contact for discussing technical details of the installation.

· Determine what SMG systems will be used at the facility

· Determine if building staff can/will handle in-house wiring. If not, a vendor will handle at additional cost.

· Identify need and location of any communication lines between buildings

In addition, the End-User Support Group will prepare a fully-costed recommendation to support data processing start-ups for newly acquired SMG accounts that will serve as the basis for budgeting such funds, obtaining client approval, purchase orders and/or capital requisition.

Existing SMG Facilities

New or replacement equipment will be ordered by the end-user support group upon receipt of a standard SMG Facility Computer Purchase Request form with proper approvals. (See Forms Section)

The End-User Support Group will prepare the necessary purchase orders for end-user computing needs.

PCs will be shipped to the Facility by SMG's PC vendor.  The End User Support Group will assist with the setup of new equipment through telephone communication.

Facilities Required to Submit Bids

In the case of accounts which require all expenditures for end-user computing be bid out, the End User Support Group will ensure that the bid specifications include SMG standard hardware and software.

The End-User Support Group will ensure all bids meets SMG standards, and that bidding vendors meet SMG criteria for qualification.

Corporate

New or replacement equipment will be ordered by the End-User Support Group upon receipt of a standard SMG Purchase Requisition form with proper approvals.

The End-User Support Group will prepare all purchase orders for end-user computing needs.

The End User Support Group will install all hardware and software at the user site.

Standard Product Line and Support

The End-User Support Group will establish, update and maintain the SMG Standard Product Line of supported hardware and software.

End-user hardware located in the SMG Corporate offices will be supported by the End User Support Group. Hardware located in SMG managed facilities will be supported by local vendors.  Coordination of such support will be handled by SMG IS.

Product Selection Criteria

The Standard Product Line includes hardware and software products that meet the needs of the majority of users while maintaining standardization and overall data transferability.

Maintaining/Enhancing Standard Product Line

SMG IS continually evaluates technology as it advances in consideration of the overall corporate technical environment and strategy.  IS will revise the Standard Product Line as appropriate to ensure that SMG is taking maximum cost-effective advantage of available technology.

Upgrades due to Product Line changes

The End-User Support Group will update the Standard Product Line as new software versions become available and are tested for use in our environment. Because older, less powerful personal computers are still in use in many of our departments and facilities, the End-User Support Group will continue to support older versions of software when newer versions cannot be run on the older machines. It is the goal of IS to eventually support only one version of each of our standard software tools. Users will be informed, with sufficient lead time, when older versions will no longer be supported. Depending on the account, either SMG or the client will bear the cost of software and hardware upgrades. IS will leverage its buying power and good business sense to keep update costs as low as possible.

Non-Supported Products

There will be occasions when a department or facility will require tools outside the Standard Product Line.  IS will assess such situations as they occur and will assist in finding these users the specialized tools required to meet the business need. However, IS will not be responsible for supporting such products once they are installed.

Security and Data Integrity Policy

Purpose

Personal computers and the information they process are corporate assets and, as such, need to be protected. This policy recommends programs that should be put in place by all Corporate SMG departments and all SMG managed facilities to ensure effective control over end user computing, data integrity, and the protection of information and equipment as a corporate asset.

Policy

Use of Equipment

SMG's end-user computing assets are to be used solely for the performance of SMG business. There are no exceptions to this policy.

Physical Security

Adequate physical protection of hardware, software and data (in media and hard copy form) is required. This includes:

· Ensuring computers and printers cannot be moved from the premises without appropriate approval.

· Ensuring diskettes are stored in locked cabinets or a safe.

· Discouraging personnel from eating, drinking or smoking while using the equipment.

· Ensuring that PCs are secure from both theft and tampering.  If your building lacks adequate physical security and/or video surveillance, PCs should be locked in place.  Devices, which cable the computer directly to its stand, can be purchased if the security risk warrants it.  Most unauthorized access and tampering can be prevented by simply turning off the PC, unplugging the keyboard and locking the keyboard in a cabinet at the end of the work day or while on vacation.

Unauthorized Hardware and Software

Employees often purchase computers for home use.  While use of such computers for business purposes is acceptable, extreme care should be taken to avoid the exposure to computer viruses (see the Accuracy and Integrity of Information section below). 

Copies of software and/or applications furnished by employees, friends, neighbors or relatives are prohibited for three reasons:

· The software used may be an illegal copy, thus exposing SMG to possible legal action. (See Copyrighted Software policy).

· There is software virus exposure to SMG.

· There is exposure if the employee leaves and takes his/her programs and support with him/her.

Access to SMG Hardware and Software

Access to the SMG host computer system is provided on many PCs and it is necessary to ensure that only those employees authorized to access the mainframe attempt to do so.  All employees should be aware that passwords must be kept strictly confidential and should not be communicated to other employees.  In addition, passwords should not be written on slips of paper and hidden in desk drawers or under keyboards; doing so is an invitation to security breaches.  If newly hired employees require access to the SMG host system, the IS Department must be notified so that a unique account can be established.  New employees must not be given access to the accounts of existing or previous employees.  Whenever an employee with mainframe access is terminated, the IS Department must be notified to ensure deactivation of the employee’s mainframe account.

Access to other outside systems (for example, ADP’s Horizons Payroll) should be strictly monitored.  PCs enabled to access such systems should be kept in a limited access or continually monitored area.

Accuracy and Integrity of Information

Adequate software and data protection is required. This includes:

Backup

Regular backups of both applications and data must be performed.  The frequency of backups should fit the circumstances. The general rule should be to not risk more data than can be easily replaced if the system malfunctions. Weekly backups are generally fine for most systems.  However, LAN servers, critical systems, or those with high transaction volumes, should be backed up daily.  The IS Department is responsible for backing up information stored on the Corporate Mainframe.

To facilitate the backup process on standalone workstations, IS recommends the purchase of a portable tape backup system that can be used to rapidly backup any system.  IS can coordinate the purchase of such a system upon receipt of the necessary SMG Facility Purchase Request form.  For systems where regular backups are critical, an internal tape drive should be installed.

An alternative to backing up to tape is backing up to floppy disks.  When doing so, be sure to have a sufficient number of formatted floppy disks on hand (IS can help you determine an adequate quantity).  

Completed backups should be stored in a locked cabinet or safe.  It is also advisable to occasionally take the backup home for off-site storage.

Viruses

Adequate precautions must be taken to avoid computer viruses.  Viruses are programs written with the clear intention of interfering with, or destroying, all programs and data they encounter.

The best protection against viruses is exposure avoidance.  The most common exposure points are unauthorized software usage, email and the Internet.  Receiving data files on diskette can also easily result in virus exposure.

Excellent protection against viruses can be gained by purchasing an anti-virus software package.  Such programs search for, identify and destroy viruses. Facilities with a Local Area Network should have anti-virus software running on the server and all workstations.  All standalone PCs with Internet and/or Email access should have anti-virus software installed.  PCs without anti-virus software installed should be periodically scanned with a floppy disk based scanning program.  In addition, it is critical that the software’s virus signatures be regularly updated to obtain protection for newly discovered virus.  The virus signatures for most major anti-virus packages can be downloaded free of charge on the Internet.

Additionally, a workstation should be established with the sole purpose of testing floppies before exposing them to PCs in active use.  Such a workstation can be set up using older, outdated equipment that is being replaced.  The only requirement is that the PC has a functioning hard drive and, ideally, both a 3.5” and 5.25” floppy drive.

There are many reasonably priced anti-virus packages on the market and their strengths and functionality varies.  Refer to the Standard Product Line for specific recommendations.

Training

To ensure the integrity of information, personal computer users need to acquire a working knowledge of the equipment and related software. Personnel should be cross-trained in the operation of critical applications.

Internet and Email Policy

Purpose

Ensure that the potential benefits that the Internet offers are made accessible while limiting the potential risks and abuse that such access affords.

Policy

Internet and email access is to be used for SMG business purposes only.

Use of the Internet and email is encouraged because it can make both research and communication more efficient and effective. However, Internet service and email are company property, and their purpose is to facilitate company business. Every staff member has a responsibility to maintain and enhance the company's public image and to use company email and access to the Internet in a productive manner.

All communications sent by employees via email and the Internet must comply with this policy and must not disclose any confidential or proprietary company information.  Each employee is responsible for the content of all text, audio or images that they send via email and the Internet.  All messages communicated via email and the Internet must contain the employee's name.

All messages created, sent or retrieved over via email and the Internet become SMG's property. Employees should not assume electronic communications are totally private. Email is subject to capture and modification by sophisticated hackers. Therefore you should communicate highly confidential data in other ways.

SMG reserves the right to monitor email and Internet access and take appropriate disciplinary and/or legal action when it is deemed necessary.

Unacceptable uses of the Internet and email

Email and the Internet may not be used for transmitting, retrieving or storage of any communications of a discriminatory or harassing nature or materials that could be considered obscene or pornographic.

Harassment of any kind is prohibited.

No messages with derogatory or inflammatory remarks about an individual's race, age, disability, religion, national origin, physical attributes or sexual preference shall be transmitted.

No abusive, profane or offensive language is to be used.

Any purpose which is illegal or against company policy or contrary to the company's best interest is not permitted.

Solicitation of non-company business or any use of email or the Internet for personal gain is prohibited.

Copyrighted Software Policy

Purpose

Ensure that all SMG personnel are aware of, and comply with, the copyright laws as they apply to software.

The Internal Audit department and IS are jointly responsible for auditing compliance with this policy.

Policy

Software will be used only in accordance with its license agreement. Unless otherwise provided in the license, any duplication of copyrighted software, except for backup and archival purposes by software manager or designated department, is a violation of copyright law. In addition to violating copyright law, unauthorized duplication of software is contrary to both SMG’s Computing Standards and Guidelines and the Business Conduct Policy.

All users must use all software in accordance with its license agreements. All users acknowledge that they do not own this software or its related documentation, and unless expressly authorized by the software publisher, may not make additional copies except for archival purposes. 

SMG will not tolerate the use of any unauthorized or unlicensed software in our organization. Any person illegally reproducing software may be subject to civil and criminal penalties including fines and imprisonment.  Under no circumstances shall any employee condone the illegal copying and/or illegal use of copyrighted software and anyone who makes, uses, or otherwise acquires unauthorized software will be appropriately disciplined.

No user will give software to any outsiders including clients, customers, and others. Under no circumstances will software be used within SMG that has been brought in from any unauthorized location, including, but not limited to, the Internet, the home, friends and colleagues.

Any user who determines that there may be a misuse of software within the organization must notify the Internal Audit department.

All software used by the organization on organization-owned computers will be purchased through appropriate procedures. 

A Software License Agreement or Certificate of Authenticity must support every copy of personal computer software in use by SMG staff. As an example, if Microsoft Office is running on six PCs, then license agreement must be kept on file to support the ownership of all six licenses.

In the event that Software License Agreements or Certificates of Authenticity have not been stored, then an alternate form of proof of ownership must be maintained (eg. Receipts or other proofs of purchase).

Each year, every facility must perform an annual audit to ensure compliance with this policy.  A signed Inventory Summary Sheet must then be forwarded to the IS Department. Any violations discovered during the audit must be immediately eliminated by either deleting the illegal software or purchasing an adequate number of licenses. 

Failure to maintain proof of ownership is both a violation of SMG policy and an indication of copyright violation.

Use of illegal copies of software exposes both the facility and SMG to potential legal action and will not be tolerated.

Department and Facility Management, Internal Audit, and IS will insure that SMG is not exposed to illegal copying and its potential penalties by observation, audit, and reporting of offenders.

Department management will ensure that every employee understands this policy and SMG's determination to enforce it.

Computer User Training Policy

Purpose

It is necessary for all employees who are expected to use computers and computer systems to undergo proper training on those systems.  This policy defines the scope of training necessary for SMG employees at both Corporate and at SMG facilities.

Policy

General Managers and Department heads are expected to ensure that staff is adequately cross-trained in the use of all critical systems.  Staff expected to use other, less critical but necessary, systems must be trained in accordance with the following guidelines.   

PC Training

All employees must be properly trained in the use of both hardware and software.  Depending on the job requirements, this training typically includes a general PC class, a word processing class and a spreadsheet class.  A more detailed description of recommended PC training courses can be found toward the end of this manual.

At the request and expense of the facility, IS will send a representative on-site to provide training.  As an alternative, SMG has negotiated a volume discount training plan with New Horizons.  This vendor has agreed to provide training at rates substantially lower than those generally available.  If you are interested in arranging such training, either at your site or in their training facility, contact IS and we will discuss the options available.

Yet another option training option available to SMG facilities is on-line Internet training.  The course descriptions are identical to those for formal classes and all progress of classes taken can be monitored on a daily basis by a member of the PC Support Group.  On-line classes are priced per person and can be arranged by calling the PC Support Group.

Mainframe System Training

All training on SMG application systems (Event Booking, Client Services, Box Office, Group Sales, etc.) will be conducted by the IS department.  Training will be via telephone and remote computer link or via video conferencing.  When it is necessary and/or cost effective, mainframe training will be conducted on-site at a facility.

Vendor Relations Policy 

Purpose 

There are a vast number of computer hardware and software vendors offering their services.  SMG must select vendors based on their reputation and their ability to provide timely and effective service and support.  The vendor relations policy must be used when selecting and dealing with computer vendors.  

Policy

An overall uniformity of equipment and service is imperative for SMG and its facilities.  Therefore, individual SMG facilities must use the vendors with whom IS has established relationships.

Selection of Vendors

A number of issues are considered when establishing relationships with vendors:

National Presence

Because of the size and dispersed locations of SMG facilities, all vendors with whom IS deals must be able to provide sales and support on a national scale.  This ensures the vendor will be able to provide a timely response to SMG at the Corporate site, existing facilities, and future facilities.

Reputation

All vendors with whom IS deals must have a long standing reputation of providing quality and timely service.

Authorized Sales and Service

IS deals strictly with vendors who are authorized in the sales and service of the items in our Standard Product Line.  This ensures that the vendor will be able to supply products to our specifications and provide the necessary support.

Advantages of Vendor Relationships

By establishing relationships with a select group of vendors, and requiring all facilities to use those vendors, we obtain a number of advantages:

Volume Discounts

Individually, many SMG locations do not provide a vendor with enough purchase volume to warrant product discounts. However, when combined, the sales volume generated by SMG results in substantial product discounts.  While occasionally an individual item may be found in a retail outlet at a slightly lower price, our agreement to deal exclusively with a few select vendors usually results in substantial savings.

Purchasing Leverage

The size and purchasing volume of SMG when all of its locations are combined results in a willingness of vendors to prioritize our orders over those of many other customers. This results in a faster turnaround time for both sales and service.

Dealing with Vendors

Unless restricted by contract, all computer equipment ordering must be done through the IS department.  IS will coordinate the purchase and delivery of the equipment.  This will ensure:

· The purchase will be made through an approved vendor.

· The equipment will be in accordance with the SMG product line and will be installed according to the specifications of the IS department.

· The equipment will meet the requirements of the user and will fit into the future computing plans of SMG.

Services such as equipment repairs and training should be coordinated through the IS department.  IS, with the help of our established vendors, will arrange the needed service or training through a vendor local to the facility, if necessary.

All software and hardware support should be obtained through the IS department.  If necessary, IS will refer your problem to the appropriate third party vendor.

User-Developed Systems Policy

Purpose

Ensure that user-developed applications are adequately designed, tested, documented and validated as viable decision-making tools for SMG.

Policy

This policy applies to all corporate departments and SMG managed facilities. It concerns only those applications designed for continuing use in processing, controlling and reporting data.

User-developed systems will be limited to PC applications that can be created using standard tools. All other applications will be developed for users by IS.

One-time, ad hoc applications are excluded because of their temporary nature. 

This policy does not cover systems designed by individuals that help them perform their own work more efficiently. Such methodologies are not considered applications but, instead, are viewed as tools much like a calculator.

A list of all user-developed systems currently in use must be sent to SMG IS as a requirement of this policy.

Using this list, IS and department management will decide if currently running systems must be brought up to the standards outlined in this policy.

All departments and facilities must ensure that all user-developed applications are adequately designed, tested and documented. It is essential that all department personnel responsible for application development be sufficiently trained in the development tool being used and that department personnel be cross-trained in the use of the application(s).

IS will conduct quality assurance reviews throughout application development to ensure: 

· The need for a new application exists.

· The application is developed to make optimum use of the development tool. 

· The application is completely tested and test results reviewed before it is used on a production basis.

· The documentation conforms to PC application standards so that it is both maintainable and upgradeable.

Responsibilities

IS will be responsible for reviewing end-user developed applications at two key milestone checkpoints.  It is the obligation of the user department manager, or his designee, to ensure the application is presented for quality assurance review at these required checkpoints.

Checkpoint 1

User deliverables:

· Reason the system is needed.

· Description of required data items and their source.

· Key control points.

· Key formulas and/or calculations.

· Description of required reports.

IS responsibilities:

· Determine if an existing application, or vendor purchase, can be used to satisfy the need.

· Determine if the requested system falls within user-developed system criteria or should be a joint user/IS project.

· Determine the most appropriate tool for designing the application.

· If the system is to be developed by the user, ensure that the user-developer has received required training.

Checkpoint 2

User deliverables:

· Documented test plan.

· Validated/verified test results.

· Documented procedures for using the system.

· Application flow, illustrating all inputs, processing functions, key control points, and outputs.

IS responsibilities:

· Ensure the application has been adequately tested.

· Ensure required documentation has been produced.

· Ensure the system was designed to meet the needs for which it was intended.

· Ensure the system is ready to be used on a production basis.

Testing

All applications must be adequately tested prior to implementation. Testing is necessary to ensure that all system functions perform as expected and that data is properly entered, controlled, reported and backed-up.

Acceptance criteria covering all system functions must be established and documented before testing. Actual test results should be validated against this criteria and any errors or problems identified must be corrected and retested.

Documentation

All applications must be adequately documented. Controls should be developed and implemented to ensure the safety and confidentiality of all personal computer systems and documentation.  The preparation of this documentation will greatly facilitate application use, enhancement, and problem diagnostics and resolution.  System documentation must include:

· Systems test plan and documented test results

· Departmental procedures manual.  This manual ensures that all designated personnel can run your applications. The manual should include the following items:

· Description of system purpose and use.

· Application flow showing all inputs, processing functions and outputs (files and reports).

· Copies of all input documents and forms, plus a description on how they are used.

· Examples of all menus and screens.

· Updating and editing procedures.

· Error message descriptions and correction procedures.

· Back-up and recovery procedures.

Training

Each department is responsible for ensuring that application developers are adequately trained in the end-user computing tools they are using.

Each department should cross-train personnel in the use of personal computer application systems. This will ensure that more than one person can process the application. 

Change Management Policy

Purpose

The purpose of a Change Management policy is to prevent unauthorized, inaccurate and unreliable changes from being incorporated into the live production data processing environment. Change Management ensures that systems meet user needs and that information systems resources are used effectively.

A comprehensive Change Management Program ensures that every data processing change (application programs, operating system upgrades and hardware additions)  is authorized and controlled. It is an ongoing process for controlling all data processing changes.

Change Management is a quality assurance tool, providing complete audit trails that identify each change.  Other important aspects of Change Management are reporting the status of changes and measuring the impact of a proposed change.

Unauthorized / untested changes can lead to record-keeping errors and cause system failures. Undocumented changes can complicate maintenance of production systems. 

It is important that all users understand the scope of the Change Management Policy.  It must be clearly documented, effectively communicated and monitored for adherence. A Change Management Program should be flexible enough to be easily adaptable to a changing environment with required minor modifications.

Scope

The SMG Change Management policy applies to all changes to the data processing environment - telecommunications, hardware and application system software.

Policy

General Description of Change Management

Integral to the success of the Change Management Program is the designation of a Change Coordinator. The Vice President of IS or designee will carry out the Change Coordinator responsibilities as described below:

· Maintain the Change Log

· Ensure that changes follow required testing procedures and that test output has been reviewed and approved by the user

· Coordinate production scheduling with implementation system changes

· Schedule and facilitate monthly change management status meetings

Change Requests

Changes can be initiated only by written request. The Systems Assistance Request (see forms at the end of this manual) ensures that every change is documented and has an audit trail.

Systems Assistance Requests can be initiated by IS, Corporate staff or building staffs. Completed requests must be sent to the VP of IS or designee.

Types of changes requested:

· Modifications to application systems

· System software upgrades

· Hardware upgrades

No modifications initiated by users will be placed into production until the user thoroughly reviews system output and signs off on the acceptability of the test output.

User management must approve the timing and implementation of all changes to application systems. This ensures that users will not be surprised by the change and that the change will not be implemented at a time that would disrupt departmental work flows.

The estimate of the person/days effort required to implement the requested change will be made by IS. In order to determine the effort required, preliminary change analysis will be needed. This analysis will take into consideration:

· The complexity and scope of the change; i.e., number of programs effected

· Testing

· Procedures manual updates

· Training

If estimated person/days to accomplish the requested change exceed twenty, the request must be approved by the department head, VP of IS and CFO.

The Change Coordinator will ensure that requests are responded to by IS within ten days of receipt and log-in. This is true whether the request is accepted or rejected. If IS rejects the request, the reason for the rejection will be noted on the request and the request returned to its initiator.

Upon approval of the VP of IS, the Assistance Request will be assigned a number, required items on the form will be completed and the form will be forwarded to the Change Coordinator for entry into the Change Control Log. One copy of the request will be retained by IS, another copy forwarded to the initiator of the request.

The Change Control Log will contain the following information:

· Assistance Request number

· Description of the request

· Date received

· Estimated effort to implement

· Priority number

· Scheduled start date

· Estimated completion date

· Actual start date

· Actual completion date

· Scheduled implementation date

· Actual implementation date

Proper maintenance of the Control Log will ensure that information on all accepted assistance requests is retained in one place and that sufficient information is available to provide status of a given project at any point in time.

Testing of Changes

All changes, including technical and operating system software changes must be tested in accordance with existing system testing criteria.

Monthly Change Management Status Meetings

Three separate meetings will be held: one covering Human Resources projects, another covering all financial systems and another addressing operations systems such as: Box Office, Group Sales, Staff Scheduler and Preventive Maintenance.

Pursuant to these meetings, the Change Coordinator will issue a Production Support Status Report. This report will illustrate the status of all accepted change requests whether or not they have been started. All information required for this report should be available from the Change Control Log.

These meetings will be attended by IS programmer/analysts and user department heads.

The main focus of these meetings should be any application system changes, including new systems, which are scheduled for implementation during the coming month. Other meeting topics should include any significant decisions, priority changes, scope changes, and  dropped requests. Meeting minutes will be distributed by the Change Coordinator. 

Hardware/Software Changes

All hardware/software changes will be reviewed, prioritized and given final approval, including approval for implementation by the VP of IS.

Change Controls

Change Management addresses the following five major categories of change control:

· Control through stages of the software development and maintenance processes.

· Change history, providing a complete history of change requests.

· Security, retaining control over the personnel who are authorized to make program changes.

· Inventory, maintaining an accurate inventory of all programs and data files.

· Separate account structures; one for production processing and the other for development and testing. Test accounts will be mirror copies of production files. This allows testing in an environment closely resembling production.

Whenever SMG receives a new release of software from a vendor, whether for an application system or operating system software, the new software will be placed in its own separate account, set up and tested, and eventually scheduled to be moved to production in the same manner as internally developed software.

Emergency Changes

An emergency change must be made when an application either fails during a production run or produces erroneous results. Under such circumstances, there is rarely sufficient time to follow change control standards, especially if the change must be made during a crucial production run or to an operating, on-line, real-time system. The VP of IS must approve all emergency changes.

When emergency changes are required, change control procedures will be addressed as soon as possible.

Local Area Network Guidelines

Many SMG facilities have Local Area Networks (LANs) which were, in most cases, installed by either IS or the facility’s local municipality.  SMG’s long range computing strategy includes the installation of LANs which will be proactively monitored and supported by a LAN vendor selected by SMG.

Those LANs installed by IS and monitored by our LAN support vendor will be maintained as part of the SMG Wide Area Network.  The facilities connected in this manner enjoy free Internet Email and Internet Access hosted through the Corporate office.

Standard SMG LAN

The standard SMG supported LAN runs on a Compaq Server using the Novell NetWare Operating System.

GroupWise is the standard email package and Internet email is hosted through Corporate.  Each Facility does, however, have their own unique domain name for Internet email.

Microsoft Internet Explorer is the standard Internet Browser for those employees given Internet access through the corporate Internet Access Server.  Determination of which employees receive such access is handled by facility management.

Computer Associates’ IT software suite is used for both LAN Backup and Anti-Virus protection.

LAN Support

Twice daily proactive LAN monitoring is required of all LANs connected to the Corporate Wide Area Network.  The cost of this monitoring is shared by Corporate and the connected facilities.  The cost of this monitoring is about $2,200 per facility, per quarter.

IS LAN support is also provided to those facilities with standard, SMG LANs.  This support includes general troubleshooting and routine changes.  Support beyond the scope of the monitoring contract and abilities of the IS staff is outsourced at additional cost.

Two full‑time employees should be designated as LAN Administrators (one as back-up) in all buildings were LAN's are installed.  Except where large staffs are involved, this LAN Administrator may have other duties.  Still, up to 50% of that employee's time may be required to assist LAN users with minor problems such as printing, adding/deleting users, ensuring nightly back-ups are completed successfully, etc.  Buildings that have in excess of 25 LAN users will most likely require a full-time, dedicated LAN Administrator.

Application Development Guidelines

Many standard PC software tools come equipped with development utilities that can help you design, develop, test and implement better applications. These guidelines describe some of these tools so that you can use them to your best advantage.

General Guidelines

Lay out your ideas and thoughts on paper. It helps crystallize system design elements which may otherwise be lost or forgotten. 

Use white space to separate logical groups of data on your spreadsheets, reports, data entry screens, etc. White space is both easy to view and makes applications easier to understand.

Take advantage of highlighting and other formatting features to promote ease of use of your system.

Use password protection.  It is your responsibility to protect the data and information.

Audit the finished application.  Many applications contain internal errors that invalidate them. Such errors are difficult to catch. Use the features that are built into your development tool to help audit the application.

Guidelines specific to spreadsheets

Use the formatting capabilities that are built into the spreadsheet program. Let the spreadsheet handle such things as monetary formatting and column justification.

Use the printing capabilities of the program to place column headings and titles on each page. Don't actually type these areas on every page. When the spreadsheet grows in the future, the heading will automatically move to the proper location if they are handled by the printing function.

Use range name labels extensively. This will greatly reduce the effort involved in finding a particular area of the spreadsheet. Be sure your range labels are descriptive enough that anyone would understand them.

Put a revision date on spreadsheets to keep track of changes and most recent versions.

Plan the layout of your spreadsheet, anticipating future growth. Remember, when you add a column, all rows are affected; and, when you add a row, all columns are affected.

Guidelines on Avoiding Computer Terminal Fatigue

Employees who use computers for extended periods of time throughout the day are sometimes at risk of suffering from computer terminal fatigue.  Occasional light stretching and movement can dramatically decrease the fatigue associated with extended computer usage.

Breaks and exercises

If you are involved in a concentrated computer entry effort, you should take a two to three minute break from this effort approximately every hour. Do some other work that does not involve the computer.

Exercise and frequent breaks play an important part in staying alert and comfortable on the job. Take periodic breaks to rest your eyes, move your body, and get your circulation flowing. Try some of the following exercises several times during the day:

Gently press your hands against a table, stretch, and hold for five seconds.

Stretch and massage your fingers, hands, wrists and forearms throughout the day.

Gently shake your hands and fingers to relieve tension and help blood flow.

Rotate your shoulders in a full forward circle four times; then roll them backward four  times; then rotate each shoulder separately four times. Do this at least twice daily. 

Reduce tension in your neck by tilting your head forward then backward, turning your head left then right and tilting it side to side.  Repeat these stretching actions several times.

If you have a deadline to meet and must dedicate your efforts to computer work, take thirty to sixty seconds every hour to lock the fingers of your hands and gently pull in or push out. This will minimize the potential for tired or sore wrists.

It is also important to look away from your display frequently. Several times every hour, focus on an object about twenty feet away and slowly inhale through your nose and exhale through your mouth.

Organize your work so that you alternate using your computer with other activities. Try to use different muscle groups and periodically take brief walks throughout the day.

If you experience pain while using your computer, consult a qualified health professional.

Ergonomics

Anyone using a computer terminal for most of the day should have a well designed work area with a few inexpensive items that will help reduce the physical strain of prolonged computer use.

A wrist-rest should be used to prevent tired or sore wrists.  These can be purchased either separately or in combination with a keyboard tray.

Monitors should be positioned such that there is no glare on the screen.  If this is not possible, a glare filter should be installed.

A mouse pad should be used to keep the mouse clean and properly functioning.  The pad should be situated such that your arm maintains an approximate right angle to the horizontal table top. The mouse pad should provide smooth friction for ease of use and should be kept lint free. 

Desktop Publishing Guidelines

Desktop publishing is the process of laying out and printing text and graphics using a personal computer and printer.  Each SMG Convention Center should have Desktop Publishing capabilities to create annual reports, internal and external publications, Coming Events schedules, flyers, posters and other promotional materials.  In many cases, SMG Arenas would also benefit from, and be able to cost justify, a Desktop Publishing Workstation.

The recommended Desktop Publishing environment is detailed below.  The estimated cost of such a workstation is $9,000.  Staff training will be required to effectively use the software and equipment 

Software Guidelines

Print Shop Deluxe is by far the easiest to use package found for creating one page advertising flyers.  Printing can be done in black & white or color and graphics support is adequate.  Text manipulation capabilities are somewhat limited but special effects are extensive.  Training on Print Shop Deluxe is essentially unnecessary since it is so easy to use.

CorelDraw and PhotoShop are high graphics tools that have extensive features. Both of these applications require extensive training but are unparalleled for photograph manipulation and graphics creation.

The Microsoft Office Suite include Microsoft Word and PowerPoint.  Technically, Microsoft Word is a word processor program originally designed for letters and memos.  However, Word has evolved to include extensive graphics support and text manipulation features and is now capable of producing all but the most complex documents.  PowerPoint is designed for computer generated presentations and is capable of producing transparencies or marketing handouts with ease.

Hardware Guidelines

Because of the regularity with which computer hardware is improved, it is impossible to specify an exact configuration.  However, the cost of a desktop publishing PC and software remains generally stable at between $2,500 and $4,000 depending on specific needs.  The IS Department can help you determine the exact specifications when you are ready to establish the workstation.

In addition to the computer and software, a scanner and printer complete the workstation.

A quality, flatbed scanner can be purchased for about $500.

The printer is a critical piece of the workstation.  Plain paper, toner based laser printers have become more affordable in recent years and can be obtained for several thousand dollars.
Fax/Modem Guidelines

PC Fax Software and Modems, when used in conjunction with a laser printer, allow a PC to function like a plain paper Fax machine.  When receiving faxes, the software can automatically answer the incoming call and accept the fax transmission.  The software can be setup to automatically print the fax to an attached printer or to hold the fax in a queue until printing is manually initiated.  When sending faxes, the system functions much like simply printing a document to a printer with the added step of indicating the recipients and fax numbers.

Standard documents created using Windows applications such as Microsoft Word and Excel can be faxed to one or multiple sites with speed and efficiency using a fax/modem.  Groups of recipients can be set up to simplify the multiple site sending process (e.g. All GMs).  You simply select the required distribution list and the document will be automatically be faxed to each person on the list.  

Advantages of using a fax/modem

Faxes arrive at their destination with print quality approaching that of a laser printer.  Since no pre-transmission scanning is done, print quality degradation is less pronounced than the degradation caused by traditional fax machines.

There is no need to print documents on plain paper prior to faxing.  Documents go directly to the fax/modem and are transmitted.  This would be a great asset when used in conjunction with a laptop computer or when no printer is available.  Work done on the road can be easily faxed to its destination with the only requirement being access to a phone line.

Traveling employees using a laptop and Fax/Modem can avoid carrying a printer by faxing their printouts to themselves at the hotel main desk.  Hotels often do not charge for incoming faxes so the costs would involve only the phone call.

Incoming faxes can be held by the PC until printing is requested.  This alleviates the problem of confidential faxes laying on the output tray with no one present.

Incoming faxes can be converted directly into word processing documents and subsequently edited without retyping.

SMG Host Application Systems

IS has developed a suite of application systems designed specifically for the management of SMG facilities.  These systems reside on the SMG host computer system in Philadelphia and are accessed via the Wide Area Network linking corporate with each SMG managed facility.

The SMG application suite us comprised of the systems listed below.  The functionality of each system is outlined on the pages that follow.

· Event Booking

· Event Requirements

· Box Office

· Client Utilities

· Group Sales

· Executive Reporting

Event Booking

Allows the user to book space in multiple locations for an event within a facility.

Automatically updates secondary status events overnight

If an event is booked into a room that is already occupied, the system will automatically assign the event as a secondary status or an event in-waiting.  Should the room become available over time due to a cancellation, the user does not have to worry about what events are in-line to occupy the room.  Overnight, the system will automatically book secondary status events and notify the user come morning.

Automatically notifies users of outdated holds on rooms

Whenever a tentative or hold status is assigned to a room, a 30 day hold notification is started.  If thirty days are exceeded and the status has not been upgraded, the system will automatically notify the user.  This feature assists the user in following up on events for release or confirmation.

Ability to immediately review booking conflicts

When booking an event, if any selected room is occupied by a different event, the user can immediately view the other event.  With the click of a single button, the system will list all events currently occupying that space. 

Offers a variety of calendar displays

Users can choose from a variety of calendar displays, including: 1 Month Calendar, 1 Week Calendar, Room Layout Calendar and Available Rooms Calendar.  Under the Room Layout Calendar users can “focus” on specific rooms of choice.

Equipped with a contact management module

Users can record phone conversations and meeting results in a log area while tracking the progress of a prospect.  The next contact feature allows users to setup a reminder or tickler for a specified date. In addition to user assigned tickler notes, the last log is automatically attached to remind the user about the latest discussion.  Once the tickle date arrives, the user is automatically notified with the notes and is allowed to view the client profile before making the phone call/follow-up.  After the follow-up, the process repeats itself.

Complete Event History for each client

The system allows the user to view the Event History for a client with the push of a button.  Listed chronologically with the most recent events appearing first, the user can view event descriptions, schedule dates and occupied rooms for any given event.

Automatically creates default checklists

Users can setup default checklists for use with any number of events.  Any number of checklists can be built with tasks assigned to employees throughout the facility.  When an event is schedule any one of the checklists can be assigned to the event.  Once the event is booked, the system automatically sends our reminders/ticklers to those employees assigned to the task.  Once the task has been completed, the system updates the checklist with the completion date.  At any given time, users can track the checklist to determine key deliverables, as well as, outstanding items.

Produces client demographic information

Users can create client address labels for mailing purposes or download the information to any PC desktop publishing software.  Users can then directly merge client names and addressing into forms and letters for marketing campaigns.
“View Only” module for Convention and Visitors Bureau

The local CVB has the ability to view calendars and run reports to obtain information on events that are scheduled for their related facility.  This “on-line” feature provides CVBs with up-to-the-minute schedules/calendars to assist them with booking the facility.
Multiple Levels of Security

The system currently has three levels of security: All Access, Sales Access and View Access. Each level limits the user’s access to the system, ranging from the ability to enter/change information down to the ability to only view calendars and produce reports.

Data automatically flows to other systems

All event information automatically flows into other SMG systems including Group Sales, Box Office and Client Utilities.  Users of these systems simply cross reference the event by date or event name and pull it into their corresponding system for processing.  This eliminates duplication while increasing easy-of-use.
Interactives with other SMG facilities

While many booking systems are a stand-alone PC system, the SMG system is multi-user and multi-facility interactive.  Any number of users within a facility can obtain information about an event or determine availabilities.  In addition, users at the corporate level can look-in-on a facility to assist in the booking process.

Allows “Executive/Corporate Level” use
Allows corporate level users to view event information, as well as, room availability across any number of facilities by geographical region or facility type (conventions center vs. arena).  Users can search on key criteria including start and end dates, number of days the event will run and room size/capacity.  Corporate users can then assist the facility with increasing their booking potential.
“News Flash” Capabilities

Includes a “News Flash” option that allows corporate-level users to send an immediate bulletin to any number of end-users by facility or occupation within the organization.  Users can then reply to this message or forward it on to other users for immediate attention.  With this feature corporate level users can, once again, work with facility users to further maximize their booking potential.

Online Bulletin Board

The Online Bulletin Board provides the ability to broadcast to all facilities, news on new features and enhancements.  Under the “Questions and Answers” section, users can post a question, give suggestions, or ask for assistance in a particular area of the system. Other users, as well as corporate, can then reply with a posting of their own.  With the ability to print out any portion of the bulletin board, it serves to better education users on the ever-expanding features of the system.

Event Requirements

Allows Event Managers and Operations staff to maintain and manage an event from start to finish. 

Integrated with Booking System

Total integration with the Event Booking System, including the ability to view all calendars.

Changeover Listings

Automatically generates changeover instructions from one function to another.  This report illustrates strike dates and times, and any change in the room-setup detail.
Flexible labor scheduling.

Default Room Setups

Primary and secondary setups that correspond with a variety of seating styles.  Users can select one of these default setups and then override it with their own specific instructions.

Billing features for inventory and labor utilization

Inventory Allocation

System will automatically search for and reserve required inventory.  If items are not available, the system will list competing functions that are currently occupying the inventory.  Once the function has completed, the system automatically releases the items to back to available inventory or reassigns them to waiting events/functions.

Reporting Features

Produces the Event Resume which is a complete dossier of all event requirements/functions from start to finish.  The Event Summary, a post-mortem report, identifies problem areas and/or client suggestions.  In addition, various checklists, labor schedules and billing reports can also be produced to round-out the event requirements process.

Box Office
This system will track all sales activity that occurs in the Box Office. 

Integrated with Booking System

Total integration with the Event Booking System, including the ability to view all calendars.
Ticketmaster updates

Automatically updated daily with TicketMaster sales information.  Users never have to enter any sales that occur under the TicketMaster system.
Point and click functionality

The Box Office Worksheet Screen allows users to move quickly from one event to another while reviewing or entering new sales information.  Box Office Worksheets track daily sales in the areas of Gross Box Office, Group Sales, Phone Sales, Outlet Sales, Secondary Sales and Priority Mailing Sales.
The Daily Reconciliation Screen allows users to breakdown/track sales by “seller window” for cash, credit card, debit card or other means of payment.  After entering any additional adjustments/deposits, users are notified whether they are over, short or even for the day.
The Current vs. Archived module allows users to select any event that is currently on sale and compare it to a similar event from a prior date.  Users can track a complete breakdown of side-by-side sales for each event for “days-prior” or “days-after” the event.  Users are alerted to the fact that they are ahead or behind for sales in comparison to the prior event.
Flexible reporting

Offers a complete set of reports which includes the Executive Sales and Ticket report.

Client Utilities

This system allows for the tracking and setup of electric, telecommunication, water, gas and other utilities required for conventions and meetings.

Integrated with Booking System

Total integration with the Event Booking System, including the ability to view all calendars.
Work orders

Produces exhibitor and lessee work orders, depicting what services will be offered.

Billing

Contains a billing module for tracking billable services and capturing payment information.

Generates client recap reports detailing the history of all services purchased.
Group Sales

This system tracks the activity generated by a Group Sales department.

Integrated with Booking System

Total integration with the Event Booking System, including the ability to view all calendars.
Complete customer profiling and purchasing history

Fully integrated Order and Payment modules track ticket orders and methods of payment.

Users can completely manage the customer from initial purchase through event attendance.  A complete array of reports track special needs, as well as, scoreboard and order messages.

The Customer Activity Report provides a complete breakdown and history of event ticket purchases for specific customers.
Customer mailings and telemarketing reports can be tailored to specific market segments or customers who have ordered for similar events.

Executive Reporting

This system tracks the financial aspect of an event, otherwise referred to as “flash information”. Key figures include rent, facility expenses and ancillary income.

Integrated with Booking System

Total integration with the Event Booking System, including the ability to view all calendars.
Flexible event tracking and reporting

Provides the ability to track all financial information relating to deal/rent structure, ticketing/ attendance and ancillary income/expenses.  Amounts are represented in gross, net and per cap figures.  Users also have the ability to enter unlimited comments to further detail the financial side aspect an event.
A complete financial history is maintained for each event, and can be used for future event negotiations.
Corporate-level users are provided with a “Finance Tracker”.  This module allows users to track which facilities have entered financial information with a 48-hour period.  Users can access this information on a “view only” basis with the click of a button.  In addition, corporate users can “filter” information for specific viewing.

Standard Product Line

In an effort to provide effective and comprehensive support of the hardware and software in use at SMG Corporate and it's facilities, the SMG Standard Product Line has been established.

Software:

Windows 95

Windows 98

Novell NetWare

Microsoft Word 97

Microsoft Word 2000

Microsoft Excel 97

Microsoft Excel 2000

Microsoft Access 97

Microsoft Access 2000

Microsoft PowerPoint 97

Microsoft PowerPoint 2000

Microsoft Office 97

Microsoft Office 2000

McAfee AntiVirus  (Standalone AntiVirus)

Computer Associates InoculateIT (LAN Based AntiVirus)

Computer Associates ArcServeIT

Novell GroupWise 

Autosketch 

Adobe PhotoShop

CorelDraw!

Print Shop Deluxe

Hardware

Personal Computer (Desktop)

Compaq Deskpro EP or EN Series

CD ROM

3.5" floppy drive

32MB Ram, minimum

6.4 GB hard drive, minimum

Super VGA 15, 17 or 19 inch monitor

Notebook Computer (Laptop)

Current Dell models

Printers

Hewlett Packard DeskJet series (Color)

Hewlett Packard Laser series (Black and White)

DataSouth XL400 System Printers

Typical PC Training Course Coverage

Windows

Getting Started

Start Button

Taskbar:  Switching applications

Finding Files

Using the Find Utility

Recycle Bin and Undelete

Icons

Shut Down

Using Windows Explorer

Creating New folders

Renaming Files and folders

Copying and moving files

Copying files from a Floppy Disk to Hard Drive

Shortcut Access methods

Control Panel

Date/Time

Desktop Appearance

Wallpaper

Color Schemes and Icon Size

Desktop Shortcuts

Introduction to Word

Viewing toolbars, opening, saving and closing documents

Copying and pasting text

Finding and replacing text

Checking Spelling and Grammar

Printing

Using the Help Browsers

Auto-correcting Text

Formatting Text

Adding Headers and Footers

Placing and Aligning Text

Indenting Paragraphs

Setting Margins

Adding Bulleted lists

Adding Columns

Creating a Table

Modifying Table Structure

Adding Clip Art

Adding AutoShapes

Creating Outline Documents

Applying Styles

Advanced Word

Introducing Macros

Recording Macros

Applying Macros

Using Forms

Controlling Text flows

Creating Newspaper style columns

Sorting information

Protecting Documents

Routing Documents

Creating Mail Merge Documents

Introduction to Excel

Identifying elements of the screen

Moving within a worksheet

Moving between worksheets

Using the Help browser

Entering and Editing Data in a Worksheet

Using Autoformat

Customizing Print Settings

Previewing and printing worksheet

Saving a Workbook

Closing a workbook

Entering formulas

Using Cell References

Working with Ranges

Sorting by Column

Advanced Excel

Applying AutoFormat

Applying Number formats

Creating a custom number format

Applying conditional formatting

Apply a style

Creating and editing templates

Modifying print settings

Previewing and printing workbooks

Creating and running a macro

Running a macro

Editing a macro

Sorting Lists

Summarizing lists

Working with Automatic and Advanced Filters

Introduction to the Internet

Starting Internet Explorer

The Home Page

Entering addresses

Bookmarks

URL's

Viewing web pages

Default Home Page

History List

Favorites List

Organizing favorites

Search Engines

Printing a web page

Copy and paste

Virus threats
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REPLACE THIS PAGE WITH FACILITY COMPUTER PURCHASE REQUEST FORM

NEW USER FORM
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